Cyber Crime in
the Digital Age
One of the greatest threats
to organizations

Digital transformation opens up endless opportunities for organizations in
terms of digitizing business operations, increased efficiency in resource
management, and more. At the same time, these bring about new
challenges such as protecting intellectual property and defending against
external threats.
The investigation of evidence has since transformed into finding evidence
within the bits and bytes of computers, networks, and mobile devices.
Equipped with state-of-the-art equipment, software, internationallyrecognized, and defensible forensic methodologies and best practices—
LGMS offers diversified options of digital forensic services to individuals,
attorneys, and organizations of all scales and sizes while ensuring the
investigation is carried out in a forensically sound manner. Understanding
that timing is critical in the preservation of key artifacts in an the
investigation, we adapt our services to suit the requirements of each case
to achieve quality and accurate investigation objectives.

OUR COVERAGE
LGMS provide technical advisory and digital forensic services
including but not limited to:
Digital Forensics & E-Discovery
• Computer crime and fraud investigation
• Industrial espionage
• Intellectual property theft
Mobile Device Forensics
• Data extraction and interpretation
Litigation Support
• Examination of evidence associated with a particular
investigation
• Technical advisory and consultation
• Expert witness testimony

Digital Forensic
& Computer Crime
Investigation
The Four Step Forensics Process (FSFP) model allows flexibility to adapt to any case while
preserving and documenting evidence throughout the process.

DELIVERABLES
LGMS will present an investigation report with the
following:
Executive Summary
Methodology & Approach
Timeline of Events
Finding Details
Other Observations
Recommendation
Evidence Chain-of-Custody & Seizure Forms
Examiner & Expert Witness Profile

Securing
the Future
LGMS spearheads the cyber security industry by being the first in
the country in various areas of specialization. Here are some of
LGMS’ latest achievements.

2017 Cyber Security Company of the Year

The leading cyber security expert in Asia and trusted by
multinational corporations around the world, LGMS is a
cyber security consulting company focused on
delivering specialized cyber security assessments,
consultation and advisory services.

First Center for Internet Security (CIS) Member Company
First Cyber Security Company Certified in ISO/IEC 27001:2013
First Cyber Security Company Certified in ISO/IEC 9001:2015
First CREST Certified Penetration Testing Company
First MILE2 Certified Training & Examination Provider
First Payment Card Industry (PCI) Approved Scanning Vendor (ASV)
First PCI Qualified Security Assessor (QSA) Certified with PCI ASV Status

Established in 2005, LGMS has since built a reputation
for its integrity, values and best practices by providing
world-class professional services to local, regional and
international clients across various industries and
backgrounds.
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First PECB Certified Training & Examination Provider
First TÜV Trust IT Accredited Tester
2019 IDC Report: Asia/Pacific Internet of Things Security Landscape and Key Vendors
Common Criteria EAL2 Certification for LGMS Security Assessment Report Generator (LGMS Reporter) v1.0.0
Cyber Security Assessor for SWIFT Customer Security Programme (CSP)

