In the current trend, the growth
of application and device
capabilities to accommodate
various online services leads to
a higher risk of exposure to
cyberattacks. Some common
examples of online services
include bank transfers, bill
payments, online shopping, trip
booking, and membership
management.
Despite protective measures in place, there is no
guarantee that an organization can be risk-free
or immune to cyberattacks. These breaches come
with a cost as recovering from a breach
consumes time and money.
Current approaches for most organizations in
incident handling are oriented to business
continuity and disaster recovery. As a result, a
proper root cause analysis is often overlooked.

Many organizations face difficulties in gathering sufficient quality evidence for a comprehensive
investigation to be carried out when an incident happens.

Digital forensic readiness can be
described as an organization’s
capability to collect, preserve, and
analyze digital evidence.
The objective is to maximize the
potential in using digital evidence
while minimizing the cost and time
required for an investigation.
In other words, it is the condition of
being prepared in such a way that
digital evidence is appropriately
acquired before an incident so that it
can be readily available when the need
arises without interrupting business
operations.

By adopting digital forensic readiness, organizations can leverage this for both external and internal
purposes.

In essence, the planning
for
digital
forensic
readiness
requires
identification
and
assessment of risk areas
within an organization and
actions to be taken to
avoid and minimize the
impact of the identified
risks.
It should also involve a
comprehensive review and
analysis
of
an
organization’s
current
security posture, which
covers
implemented
technical controls, policies,
procedures, and employee
skillset.

Today, increased dependency
on information technology for
business
operations
has
resulted in the creation of
digital footprints which can be
used to unravel the specifics of
an unexpected incident.
Organizations should shift their
focus
from
reactively
approaching incidents to being
proactively prepared even
before incidents are likely to
occur to maximize the potential
of investigations that will yield
positive
outcomes
while
minimizing time and cost.
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